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DISTRIBUTED ECOSYSTEM FOR IDENTITY

MANAGEMENT
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The blockchain identity ecosystem offers the possibility of
rejecting the outdated identity system and eliminate the in-
termediaries. Identity management, through blockchain, can
allow individuals to take ownership of their identity by cre-
ating a global identity (I D) to serve multiple purposes. For
user security and ledger consistency, asymmetric cryptog-
raphy and distributed consensus algorithms can be imple-
mented. Blockchain technology would be able to save costs
and increase efficiency due to its key features such as decen-
tralization, persistence, anonymity and auditability. In addi-
tion, the digital identity platform would save citizens’ time
in accessing or exchanging their personal data and records.
Instead of being required to appear physically before the
service provider, the user may be provided with a digital
ID through his/her personal device, such as a smartphone,
through which he/she can share his identity details with the
service provider, using distributed ledger technology (DLT).
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1. INTRODUCTION

Globally, 1.1 billion people, covering 21 million refugees,
lack proof of their legal existence. This problem overly af-
fects kids and women from rural areas in Asia and Africa.
Without an official identity, it becomes difficult to access
education and medical services, open a bank account, and
get benefits of public distribution system (PDS). Recent ad-
vances in digital technology and biometrics (iris scan, face
recognition and voice recognition) make it easier for gov-
ernments to provide secure digital identities (ID). Further,
digital records are less prone to tinkering or degradation.

During the last one decade, several countries - Esto-
nia, India, Pakistan, Peru, Singapore and Thailand, have
adopted digital ID systems, with Estonia being the first to
hold a fully digital framework embracing the most advanced
national ID system in the world. The system involves the
use of an 11-digit national ID card with citizen information,

duly encrypted by a pair of public and a private key. Es-
tonians use this card to carry out a variety of functions in
online as well as off-line mode. It includes travel within the
EU, national health insurance, log into bank accounts, dig-
ital signatures, filing of tax-returns, and making access to
government databases.

Another country is India that has registered around 1.27
billion residents out of its 1.4 billion population [1], [2].
Established in 2009, it has emerged as the world’s largest
biometric ID project. This system of identification, with a
centralized biometric database, was expected to brace the
identity and access management in India, but the ground
reality is far from such claims. Such a silo-based approach
has resulted in perpetration of fake identities that has fur-
ther aggravated the magnitude of the problem.

2. PROBLEMS WITH EXISTING ID
MANAGEMENT SYSTEM

The current identity management system is full of flaws.
There is a long list of identity documents and to collect
those documents, one has to face long queues, endless pro-
cesses, bulk formalities, and intervention of agents and prox-
ies. Over and above, the verification of these documents at
each level, is another tedious task. Even so, during the on-
line process, each app generates or asks for a new identity
(ID) and password [3] which increases rather than reduces
challenges, such as:

2.1 Lack of compatibility

Apps that operate a typical ID management system are
neither updated regularly nor do they comply with security
measures.

2.2 Identity theft

According to the Breach Level Index, 4.8 million records
are stolen every day. It happens because people often share
their personal information to unknown sources, for availing
online services. Such online information fall prey to hackers,
as they are stored in a central server.

2.3 Weak authentication protocols

The existing authentication process involves three stake-
holders: i) companies undertaking Know Your Customer
(KYC) verification; ii) User; and iii) that need to check the
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identity of the user. Since KYC companies have to cater
to the requirements of banks, healthcare providers, immi-
gration officials etc., they need more resources to expedite
their operations. As a result, they charge a huge amount
from individuals in the form of hidden processing fees. De-
spite the fact that the process is speeded up, customers have
to wait longer to connect with third party.

2.4 Lack of control

Currently, Users have no control over their Personally
Identifiable Information (PII). Users are compromising their
privacy without being aware of whom and how often their
data is shared or where it is stored. Identity should there-
fore be secure and under user control, which can be verified
whenever and wherever necessary. In order to overcome the
shortcomings of existing identity management systems:

e There should be a proper interoperability network be-
tween the government and the complex bureaucratic
system to reduce processing time and cost.

e Education structure should be systematized and
equipped with a robust authentication and verification
process.

e The functionaries in health care zones - hospitals, clin-
ics, doctors, pharmacies and insurance, must be inter-
twined properly, on operational front, to offer prompt
and efficient healthcare facilities for patients.

e Banking must be made secure and more user friendly
by avoiding the repeated ‘sign-in and sign-out’ exercise
to make access to their bank accounts, for every trans-
action.

3. PROPOSED GATEWAY

In order to have safe, secure and private digital iden-
tity, one technology that has risen to the top of the list,
is the blockchain. Distributed ledger technologies (DLT),
blockchain being the most well-known example, ensure that
information is never held at single repository; rather it’s se-
curely managed in decentralized databases. It eliminates the
intermediaries and lack of control. It will allow individuals
to enjoy ownership of their identity by creating a global ID
to serve multiple purposes.

3.1 Blockchain

Blockchain is a type of DLT where transaction records
are saved in the ledger as a series of blocks. All nodes main-
tain the ledger, so the overall computational power gets dis-
tributed among them, which gives better results. Blockchain
provides:

e An enhanced security - each data is deeply encrypted
(hashed) allowing a higher level of security. This makes
hacking impossible;

e Faster disbursements - relatively faster than normal
payment systems, although transaction rates can be
slow in larger networks; and
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e Consensus - that supports a wide range of consensus
algorithms that help nodes make the right decisions.

Once a transaction is made, nodes on the network verify
it. After verification, the transaction gets a unique hash ID
along with the recent transaction hash ID, and gets stored
in the ledger. Once it is added to the ledger, no one can
change or delete the transaction.

3.2 Types of blockchain

Current blockchain systems are largely classified
into three broad categories: public blockchain, private
blockchain, and consortium blockchain [4].

In a public blockchain, all records are visible to the public
and each node can participate in the consensus process. In
contrast, private blockchain only allows nodes that come
from a specific organization, to participate in the consensus
process. Being wholly controlled by an organization, it is
often thought of as a centralized network. In order to make
the best use of both public and private blockchain solutions,
a hybrid blockchain model can also be adopted.

The consortium blockchain enables a group of pre-
selected nodes to participate in the consensus process. Since,
only a small fraction of nodes are selected to determine con-
sensus, the consortium blockchain built by multiple orga-
nizations is decentralized to some extent. The comparison
between the three types of blockchain is given in Table 1.

3.3 Evolution of blockchain

Over the years, the scope of blockchain applications has
expanded from virtual currencies to financial applications
and education, health, science, transportation, and govern-
ment. Blockchain is known as Blockchain 1.0, 2.0 and 3.0
depending on its applications.

3.3.1 Blockchain 1.0

Blockchain 1.0 was limited to virtual currencies, such as
bitcoin, which was the first and most widely accepted digital
currency [5]. Most Blockchain 1.0 applications were digital
currencies, used in commercial transactions, relying on the
cryptocurrency ecosystem, for small-value payments, foreign
exchange, gambling and money laundering,.

3.3.2 Blockchain 2.0

Blockchain 2.0 mainly includes bitcoin 2.0, smart-
contracts, decentralized applications (dApps), decentralized
autonomous organizations (DAO), and decentralized au-
tonomous corporations (DAC) [5]. However, it was used in
particular areas of finance to disrupt traditional currency
and payment systems, primarily banking, stock trading,
credit systems, supply chain finance, payment clearing, anti-
counter-fitting and mutual insurance. Some programmable
contract languages, such as Ethereum, Codius, and Hyper-
ledger, were used to implement smart contracts.



Table 1. Comparison among the three types of blockchain

Property

Public blockchain

Consortium blockchain

Private blockchain

Centralized

Consensus process

Consensus
determination

Read permission

Immutability

Efficiency

Decentralized

Permission less (anyone can join
the consensus process)

All miners (each node could take
part in the consensus process)

Public

Nearly impossible to tamper since
records are stored with large
number of participants

Low (transaction throughput is
limited and the latency is high

Partially centralized

Permissioned

Only a selected set of nodes are
responsible for validating the
block

Depends, could be public or
restricted

Could be tampered easily as there
is only limited number of
participants

High (with fewer validators, the
system is more efficient).

Fully centralized

Permissioned

Fully controlled by one
organization that could determine
the final consensus

Depends, could be public or
restricted

Could be tampered easily as there
is only limited number of
participants

High (with fewer validators, the
system is more efficient).

because of the large number of
nodes on the public blockchain
network).

Bitcoin, Dash, Ethereum, IOTA,
Litecoin, Monera, Steemit, Stellar,
Zcash, etc.

Examples

Miners Don’t know each other

Quorum, Hyperledger, and Corda

May or may not know each other

R3 (banks), EWF (Energy), B3i
(Insurance Corda)

Know each other

3.3.3 Blockchain 3.0

Blockchain 3.0 is considered the blue-print of the new
economy. It can be employed in sectors such as education,
health, science, transportation and logistics, apart from cur-
rency and finance. The scope of this type of blockchain and
its potential applications suggests that blockchain technol-
ogy is an ongoing goal [7]. This involves a more advanced
form of smart contracts setting up a distributed organiza-
tional unit that creates its own laws and operates with a
high degree of autonomy [§].

The merger of Blockchain with Token is an important ad-
dition to Blockchain 3.0. The token is a verification of digital
rights, and therefore the block chain token is widely recog-
nized with due credit to Ethereum and its ERC20 standard.
Tokens can serve as verification of any number of rights,
including personal identification, educational diplomas, cur-
rency, receipts, keys, discount points, vouchers, stocks and
bonds. It can be said that tokens are its front-end economic
face while blockchain is the new age back-end technology.

Thus, by using blockchain technology, a digital architec-
ture can be introduced that can combine authentication ca-
pabilities and personal privacy protection to generate a fric-
tionless experience of identity.

3.4 Identity models

Since the advent of the Internet, models of online identity,
as shown in figure 1, have progressed through four broad
stages:

3.4.1 Centralized identity

The first model of digital identity management is exten-
sively being used worldwide. It is controlled by a single au-
thority. Each organization issues a digital identity credential
to a user, as illustrated in figure 2, to allow him to access its
services. Each user needs a new digital identity credential
for every new organization he engages with. UID (Aadhaar)
is an eloquent testimony to this prototype.

3.4.2 Federated identity

The second model of digital identity management, known
as Federated Model, is controlled by multiple federated au-
thorities. Federated identity permits users to wander from
site to site under the system. However, each individual site
remains an authority. Microsoft’s Passport (1999) was the
first to envision federated identity, which allowed users to
utilize the same identity on multiple sites.

The best examples are ‘login with Facebook’ and ‘login
with Google’ functionalities, wherein Facebook and Google
served as intermediaries. Companies outsourced their iden-
tity management to major corporations who have an eco-
nomic interest in gathering personal databases of users.
Eventually, this raised many privacy and security concerns.

3.4.3 User-centric identity

It is controlled by an individual, across multiple authori-
ties, without requiring a federation, as depicted in figure 3.
This identity model is based on the assumption that every
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individual have the right to control his or her own online
identity. A user can theoretically register his own Open ID,
which he can use independently, and store all his personal
data on his own devices, without relying on a central repos-
itory of identity data.

In a user-centric identity model, there exists a single
identifier and credentials provider that is used by all ser-
vice providers. The user-centric identity model can be im-
plemented in many ways, such as - common user identifier
model, meta-identifier model and single sign-on.

The Common User Identity solution allows a user to ac-
cess all service providers using the same set of identifiers
and credentials. This can, for example, be implemented by
a PKI where a single certificate authority (CA), or its sub-
ordinate issue certificates to all users within the domain.
Given that all criteria required for PKI to operate are satis-
fied, users only need a set of identifiers, say email addresses
and credentials to be authenticated by all service providers.



Besides, the Meta User Identity Model can be imple-
mented by mapping all service provider unique identifiers to
a single meta-identifier, associating credentials with them.
However, this would require policy agreement and strong
trust between the parties involved.

A single-sign-on identity domain allows a user authen-
ticated by one service provider to be considered authenti-
cated by other service providers. This is commonly called
a Single Sign-On (SSO) Model because the user needs to
authenticate (sign on) only once to access all the services.
Microsoft. NET Passport is an example of an SSO execution
for e-commerce, where email addresses are espoused as user
identifiers. NET passport model, issuance of credentials and
authentication are centralized functions under the control of
Microsoft.

3.4.4 Self sovereign identity

Self-Sovereign Identity (SSI) confers full right and con-
trol of identity, to the users, across multiple authorities, and
therefore, it suits best to the contemporary needs of identi-
fication and access management. This evades the honeypot
problem too. Figure 4 clearly indicates how the proposed
SSI model is better than the existing ones. Since the cre-
dentials are usually stored directly on the user’s device or
distributed data storage systems like Inter Planetary File
System (IPFS), decentralized structures renders zero possi-
bility of unauthorized data access.

3.5 Suggested platform

Since Ethereum is too heavy to store big data objects
like images, videos; hence, a cloud storage like IPFS can be
used. IPFS (Interplanetary File System) is a decentralized
storage solution for blockchain-based content.

3.5.1 Interplanetary file system (IPFS)

IPFS uses a peer-to-peer (P2P) network model for file
sharing that is decentralized and distributed across multi-

ple computers or nodes. Files are split into different parts
and stored in a network of nodes that track the file by hash.
When the parts are assembled together, based on their hash
value, it recreates the original file. The use of Distributed
Hash Tables (DHT) for file system storage and retrieval is
the main innovation for IPFS. It is similar to the BitTor-
rent protocol, but differs in the way the file is indicated for
sharing. It stores files on a blockchain as key value pairs.
The data is split into 256 KB chunks and spread across a
network of nodes or computers. It is efficiently coordinated
to enable efficient access and lookup between nodes. BitTor-
rent does not use a blockchain, but relies on torrents instead
of pointing to files. You can have different torrents pointing
to the same file, but in IPFS you only need a hash ID that
points to a single file.

Files are not posted to IPFS in the same way that a
file is posted to the cloud. IPFS uses a secure hash of the
file contents for location identification and DHT for loca-
tion resolution. This is done because the resource or object
is not available on the server but on a decentralized plat-
form. When someone requests data, the data is directly rep-
resented by its hash ID, not by the actual file. IPFS thus
provides an abstraction to the actual location of the file, so
the actual physical location does not matter to the appli-
cation. This abstraction takes away the complexity for the
application developers.

IPFS differs from location-based storage systems, i.e. the
conventional Hypertext Transfer Protocol (HTTP) family
of protocols or the centralized namespaces. When a storage
system is location-based, it tracks the host by a logical ad-
dressing scheme (such as an IP address) mapped to a user-
friendly name. If the host changes its name or address, it
must also be modified in the name service table.

Content-based addressing storage requires a content iden-
tifier that determines the physical location of the file. In this
case, the data is accessed based on its cryptographic hash

Figure 4. Comparison between the Existing Model and the Proposed Model.
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rather than a logical address, almost like a digital finger-
print of a file. Regardless of who uploaded the file, where and
when, the network always returns the same content based
on that hash.

3.5.2 IPFS commands

. cd go-ipfs
./install.sh

. /ipfs init

ipfs cat <readme file>
cat <filename>

ipfs add <filename>

Uk W N

When it comes to speed and reliability, IPF'S outperforms
HTTP. Rather than relying on a server location to fetch a
file, a content addressed storage system can serve a file from
any server, whichever is closest to the user. This implies
that the user can search for the file without any search en-
gine having to refer to the location i.e. the server name or
address. Instead, it can refer to it by the hash of the file,
which will be available from the nearest available nodes (a
peer or node) on the IPFS network.

IPFS

1. //using the infura.io node, otherwise ipfs
requires you to run a daemon on your own
computer/server. See IPFS.io docs

2. const IPFS = require(’ipfs-api’);

3. const ipfs = new IPFS({ host: ’ipfs.infura.io’,
port: 5001, protocol: ’https’ });

5. //run with local daemon

6. // const ipfsApi = require(’ipfs-api’);

7. // const ipfs = new ipfsApi(’localhost’,
’5001°, {protocol: ’http’});

8. export default ipfs;

4. BLOCKCHAIN BASED IDENTITY
SOLUTION

In order to avail any facility or service, the identity of
a person has to go through two stages: authentication and
verification process, as seen in figure 5. In order to prove that
the identity belongs to the person who has approached the
authority, his name and identity documents are verified by
the authentication process. There is a process of verification
to know whether the documents showing name, address or
passport number submitted by the individual are correct
or not. This means that a verifying entity verifies whether
the data, claimed by the individual, is genuine or not. This
is usually done through verification of the identity of the
documents.

In distributed ledgers, each unit of a block in the network
has a single source of truth about the validity of credentials,
and also the information about the verification authority,
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without the obligation to keep or reveal all of its actual
details.

Leveraging blockchain technology for identity and access
management, three distinct actors — identity owners, iden-
tity issuers and identity validators, play their roles. An iden-
tity issuer is a trusted authority such as a government body
that has the authority to issue personal credentials to the
identity owner (user). It acts as a verification authority that
stamps the validity of personal data (such as last name and
date of birth) by issuing a credential. The identity owner,
as a rule, stores these credentials in their Pi Wallet and uses
it to prove their identity to third parties on demand. The
third party or verifier determines the validity of the proof
through the validity of the verification and the credibility
of the certifying party. It does not check the validity of the
actual data given in the evidence.

4.1 Data portability

The decentralized structure reduces the need for re-
verification of identities across different services and plat-
forms. With decentralized identities (DIDs) and verifiable
certificates, it is possible to transfer identities that are at-
tached to one target system into another. Data portability
reduces excessive friction for the user, making the sign-up
process simple and user-friendly.

It will also empower the user to re-verify himself to meet
regulatory KYC requirements. This will bypass the cumber-



Table 2. Benefits of Blockchain based ID management over conventional ID management

Conventional ID Management Comparative Blockchain ID Management

characters
Honeypots - treasure of information is likely to be Network Provides anonymity & privacy through permissioned
attacked by hackers blockchain network
Users use the same password for different sites. If Password Encrypted public key creates a secure digital
one password is stolen, all apps will be compromised Protection reference about the identity of the user (a secured
with. alternative to passcode)
The use of cloud computing for various purposes has Cloud May augment existing single sign on solutions or be
led to the challenge of tracking usage of resources Applications designed to track activity across platforms.
across environments.
Multifactor authentication acts as a challenge to Authentication Blockchain technology can enable MFA without the
manage due to the infra-structure requirements to Protocol need for additional infrastructure
support it.
Introduces a challenge of having a single source of Source of Transactions are immutable by nature, they can be
truth, which makes audits difficult to conduct. Truth used to both store and retrieve data that needs to

be regulated by various compliance standards.

some identity verification process, where a series of docu-
ments are required and scrutinized, and it will progressively
reduce customer time, avoid drop-out rates and reduce costs
in the financial sector.

4.2 Right and control

In centralized identity systems, the identity issuing au-
thority is usually responsible for data security. However, in
decentralized framework, security becomes the onus of the
user, who may determine his or her own security measures
or outsource the task to a service provider agency, a service
app or a digital bank vault.

4.3 Revocation

Revocation means withdrawal, annulment or revision of a
credential. The possibility for an issuer to revoke a credential
is crucial to an identity infrastructure for the very reason
that identities are dynamic. Whenever attributes change, a
new credential needs to be issued and the old one needs to
be declared void. Each credential has a status in the registry,
whether it has been revoked (deleted or updated) or is still
valid.

4.4 Prevention of identity theft

In blockchain identity management, each user can store
their identity credentials on a digital identity wallet on a de-
vice such as their smartphone. Digital identity authentica-
tion is only valid when used from a device that is authorized
to do so. If the device is lost, the user can use any other au-
thorized device, which could be his laptop - to write on the
blockchain that the authorization of his cell-phone has now
been revoked.

This will come into force with immediate effect and pre-
vent anyone from using digital identity certificates on cell-
phones. Regardless of whether it has a password, biometrics
or device, the burglar will not be able to impersonate the
user because the immutable and secure chain (blockchain)
will now maintain a revocation registry for the phone. Thus,
the thief will not be able to build new relationships.

In the next step, the existing relation keys (pairwise con-
nections, where each of them has a unique key) will be re-
voked. This prevents the thief from finding out the existing
relationship between the device and other people or organi-
zations. A brief comparison between traditional ID manage-
ment and blockchain ID management is presented in Table 2.

5. IDENTITY BASED APPLICATIONS

With the increasing sophistication of smartphones, ad-
vances in cryptography, and the advent of blockchain tech-
nology, a new identity management system can be built
on the concept of decentralized identifiers (DIDs), which is
hereafter referred to as a new subset of decentralized iden-
tities - Self Sovereign Identities (SSI) [9].

For the security of user data and the stability of the
ledger, asymmetric cryptography and distributed consen-
sus algorithms can be implemented. Blockchain technology,
through smart contracts, establishes trust between parties
and assures authenticity of data and verification. Blockchain
technology will save costs and increase efficiency due to
key features such as decentralization, persistence, anonymity
and auditability. Most importantly, transactions once pack-
aged in the blockchain cannot be tampered with. Therefore,
it has transformative potential in various sectors such as
education and employment verification [10], crowd funding,
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banking and investment, trade [11], online payments [12], e-
commerce, predictive markets, distributed resources, public
services [13], Internet of Things (IoT) [14], reputation sys-
tems [15], security services [16], healthcare, content creation
and research.

5.1 Crowd operations (voting)

Decentralized Applications can implement Ethereum
Smart Contracts to automate processes involving crowd op-
erations. Application Programming Interface (API) can be
used to publish a set of methods and functions to access
the data, programmatically invoke operations and store the
data. In this case, APIs can help expose a set of services of
the dApps.

Categories of APIs in blockchain

1. Management APIs - e.g. admin, miner, personal, txpool
2. Web3 APIs - e.g. web3, eth, net

admin.addPeer(): Here admin is the API and addPeer()
is the method/function of the API.

debug.dumpBlock(): This can display the block header
details of the block number 16.

These APIs can be used to encode the specific operations
for common users using the dApp as buttons for intuitive
interface and abstraction.

5.2 Prediction markets

A prediction market refers to betting on outcomes that
can be accessed by smart contracts. This includes - mar-
ket creator, who posts market events on the platform;
market journalists, who speculate on the outcome of the
event; and market participants, who can use their to-
ken/cryptocurrency for stake. If the predicted result is
true/false, the participants win/lose the prize. The tokens
used are called Reputation Tokens (REP Tokens) and are
used for the intended purpose in case of a dispute, while
the trading currency is Ether. An end-to-end marketplace of
stocks, futures, products, ideas, etc. is facilitated by smart
contracts.

5.3 Distributed resources and loT

It works on the concept of Distributed Energy Resources
(DER) and works on the energy retail stage (energy gener-
ation, transmission, distribution, out of retail) of the power
supply chain. It is a permissioned blockchain dApp imple-
mented at the Ethereum smart contract layer. It aims to
make energy transfer and payment transactions through
crypto tokens on the blockchain architecture. Market partic-
ipants, in addition to power companies, own power plants
and transmission lines. Companies sell electricity to these
participants who in turn supply electricity to the end users.

Grid+ uses Smart Agent (a computing device) that hosts
software for blockchain transactions, Multisig (MS) crypto-
wallet with PKI security. Intelligent electricity usage is done
by coding efficient price options using smart contract. The
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integration with IoT devices further strengthens the pro-
cess. An ERC20 (fungible) token called BOLT is used for
payment. To sign a transaction, two of the MS1, MS2, MS3
signatures are required (MS2, MS3 are used for smart agent
control). Smart Agent Escrow is used to hold tokens along
with some security deposit (in case of excess electricity us-
age).

Thus blockchain has immense potential for real world
applications. Whilst millions of transactions are recorded
across hundreds of nodes scattered over thousands of finan-
cial institutions, notwithstanding any geographical or polit-
ical boundaries; likewise, all identity documents, from dif-
ferent administrative organizations, can be recorded using a
private key [17]. Consequently, all the identity details of the
citizen would be available on a secure personal ledger. The
private key can be an alpha-numeric password, fingerprints
and/or a retina scan of a citizen.

6. PROPOSED WORKING MECHANISM

Blockchain, by incorporating certain technical compo-
nents, namely — native Android or iOS apps for individuals
and verification entities; IPFS to store the user’s PII; mi-
cro service program using Node JS; and public blockchain
components could allow people to create self-sovereign and
encrypted digital identities, replacing the need to create
multiple usernames and passwords. To do this, an account
address will be generated using a unique private key. The
private key can be an alpha-numeric password, associated
to a random number employing a mathematical algorithm.
Biometrics cannot be used to generate private keys because
fingerprints and the blood vessels of the retina are subject
to change with time.

6.1 Installation of software

One has to download the mobile app from Play Store or
App Store. After downloading the app in the mobile phone,
a profile will be created on the user app. Once the profile is
created, the user will receive a unique ID number from the
UDI authority which will help organizations to send or gain
access to the identity documents of the user.

6.2 Procurement of documents

The user will have to input the government-issued ID,
through the app, into the IPFS containing the hashed ad-
dress stored in the blockchain. The proposed identity man-
agement scheme has been illustrated in figure 6.

The app will extract personal information from these IDs,
so that the user can self-certify his details. Users will now
have ownership of their own data. This will help the users
to decide what information is to be shared with which or-
ganization. To share specific details or required informa-
tion, it will encrypt the information (in this case the hash
of the credentials) and share the relevant public key to
whom it may ever concern (government organization /service
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provider or validator) for decryption. Without the consent
of the user, no information may be shared with any identity
seekers.

In case of a new born, the Registrar, Births & Deaths
would record the birth details and provide a 16-digit unique
digital identification number (UDI). The Family details viz.
name of the child, date of birth, place, parents’ name, ad-
dress, caste, and so on; together with biometric information
(DNA map, finger impressions, retinal image, blood group
etc. as per feasibility) of the child shall be uploaded through
authorized service providing agency (in case of new born
babies) or may be retrieved from UDI database (in case of
existing citizens) and saved on IPFS. The biometric details
would be updated after every five years till the child at-
tains 15.

Now, wherever the user moves, may it be to school, med-
ical centre, job or market, this 16-digit ID number would
serve as his roll number, enrolment number, registration
number, bank account number, driving license number, ve-
hicle registration number, mobile number, LPG gas num-
ber .......... No additional number would be required for
any purpose [18]. Even if the 16-digit ID becomes public, it
cannot retrieve the documents / information from the app
unless it has access to the password. Further, the hacker
cannot generate the private key from the passcode as the

former contains a random number auto-generated by the
system.

To share specific credentials, two approaches can be
adopted: i) one can send the respective hashes of all the
credentials to the receiver or ii) he can compile the creden-
tials into an object on the IPFS and send the root hash of
the object. The root hash is generated by hashing the object
entities by Merkle tree hash method.

For example, if a child takes admission into a school, the
parents (on behalf of the child) would share child’s public
key along with the hashes of the respective credentials, with
the school administration to allow access to the relevant de-
tails (name, father’s name, mother’s name, date of birth,
nationality .... duly encrypted). The school will write all
accomplishments, viz. participations, scholastic grades, add-
ons, extra-curricular attainments, sports, etc. of the candi-
date on the same IPFS [19].

On seeking transfer from one institution to another, the
previous school will generate a transfer certificate through
its authorization key. An authorization key is a private key,
unique to an officer who holds a position as authority that
would be distinct from his/her personal private key. As the
child takes admission into the successive institution, his/her
parent will share his/her public key with all relevant de-
tails, and the new school administration will start writing
to his/her IPFS. The school will write a revocation registry
(figure 7), which will prevent the student from taking ad-
mission in two institutions at a time.

Often the postal department finds it difficult to provide
quality service on time due to incomplete or incorrect ad-
dress on the post or parcel received. If every citizen has a
unique identification number, which can be entered on the
portal of the Department of Posts, then the department will
also not require the name and address of the consignee or
recipient. He can decode the address on the basis of that
identification number and provide services at the registered
address. Such services are already being used, in a limited
territorial range, by the aviation department, supply chain
management etc.

During periodical census, the government may issue a no-
tification to all citizens of the country to share their hashed
data (encrypted with their private key), comprising most
pertinent information such as name, parent’s name, address,
date of birth, educational qualifications with a public key to
decrypt the same. The government should avoid gathering
redundant information which may serve as honey-pot for
hackers.

On attaining maturity, as per census records, the indi-
vidual would automatically get the right to vote. Evidently,
he would not require any separate EPIC [20]. Since the
blockchain would verify the electoral rights of those who
have attained 18 on day-to-day basis, no extra procedure
would be required. On the day of polling, any citizen, who
has attained 18, can make log-in through his password on
dApp, anywhere in the world. Once he casts his vote, the
account address would be disabled.
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Figure 7. Endorsement of Documents on User’s Profile.

For barely a few services like passport, where document
may be essential in paper form for visa or immigration pro-
cedures, there seems to be no valid argument for having a
hard copy. For other services, this will simplify the procure-
ment procedures too. As soon as the document is digitally
issued by the authority, it will appear on the IPFS. Since
most of the services would be available online; clerks or prox-
ies will rarely have the opportunity to make delays or ask
for bribes.

If one visits a hospital, either as an outdoor patient or
gets hospitalized, all chronic and major ailments shall be
entered into IPFS so that doctors would be able to study
the entire medical history of the patient, at one go. This will
help the patients to get better treatment [21].

For all financial transactions, the UDI will be linked to
only one person. Therefore, getting all the deposit and lend-
ing details using the tree root hash will happen in a matter
of seconds. Wherever he/she goes, be it a restaurant, club,
shopping mall or traveling abroad, the IPFS object linked to
the UDI will take account of every penny he earns or spends.
This will enable the honest taxpayer to disclose all his assets
and liabilities before the IT authority. Even IT executives
will have no reason to doubt their integrity. However, un-
scrupulous taxpayers will have bad days.

Similarly, documents relating to assets, business, finan-
cial history, medical records, health insurance ... can be
maintained by creating a distributed hash table on IPF'S [22]
linked to UDI ... and the hash of the same can be encrypted
using public key of the user. These encrypted hashes may be
operated, accessed or retrieved, using a multipurpose digital
ID card.

One world - one identity

The Multipurpose ID (One Card - Multiple Use) will con-
tain the name of the user, a Quick Response (QR) code,
his/her photograph as shown in figure 8. This will be useful
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for all services. The card, when inserted into a card reader
or a customized machine, will display the DHT containing
all encrypted, hashed information for the items and its sub-
items. The user can access the documents online using his
private key.

In case one loses his/her multipurpose ID, he/she can
request the appropriate authority to issue the clone. This
clone will be a vegetative copy of the original ID (since no
mutation is possible in the blockchain). If a criminal tries to
steal someone’s identity, or takes advantage of it, he or she
will not be able to do so because the entire information is
encrypted through a private key.

On death, the Registrar of Birth & Death shall be in-
formed. He would de-activate the UDI for further use. In
such case, only the legal heir shall be entitled to draw claims
through nomination or power of attorney.



6.3 Third-party access

Any time, a government organization or a third party
needs to access certain specific details of an individual for
authentication purposes, a notification will be sent to the
person, owning the identity. Once the user allows third party
access to his/her specific details, the said authority or entity
may use the identifiable information only for authentication
and the individual shall be able to ascertain the purpose for
which his/her PII has been used.

Blockchain does not store user data or information. The
information is stored in the user’s IPFS, and transactions
that are carried out between the identity holder and third
parties will only be recorded on the blockchain.

For example, if the passport authority verifies the per-
son’s identity through a public key or an app, that trans-
action will be added on the blockchain and visible to all
connected nodes. Suppose there is a person named Rishi,
who needs to authenticate himself in order to apply for a
visa. Rishi will provide a hash of the object that contains
all the necessary credentials (duly encrypted by Rishi’s pri-
vate key and the authority’s public key), to help them ac-
cess the information. The authority will decrypt the hash
of the object using his authority key and Rishi’s public key.
Now the verifying authority can check his documents, as de-
picted in figure 9, and the transaction will be recorded on
the blockchain. This is how the authorities would be able to
validate his identity instantly [23].

1. Requesting 2. Notfification to allow
ﬁ access to ID access to vendor D
<> >
3 User CCCepfS reques'
& allow access to read
Vendor Smart Contract User’s Device
With App

A

4. Trust score updated;
Transaction saved

‘EE‘?>‘/ ‘ 8 Blockchain

Figure 9. Identity Access through Blockchain.

6.4 Maintenance of trust score

Smart contracts containing business logic can generate
a trust score for a user from the information provided by
him to create a self-sovereign identity. The higher the trust
score, the higher the credibility of the individual. It can help
organizations to validate user identity on a real time basis.

An initial user may be kept under observation for the first
six months to establish a trust score. During the period,

he can submit the necessary information and upload the
credentials to establish his identity. A user can achieve a
high trust score by uploading multiple documents to the
app/IPFS. The system will verify whether the details like
name, parent’s name, date of birth etc. match exactly or
differ significantly. Perfect matches will increase trust score.

Conversely, if a user fails to upload the relevant docu-
ments on the system; does not allow access to government
organizations to verify identity; or makes frequent changes
to his identity profile, particularly with respect to his name,
parent’s name, date of birth, gender, religion, etc., his trust
score will be reduced [24]. Based on the user’s trust score,
as depicted in fig 10, it can be determined whether it is a
legitimate account or a suspicious one.

For example, if a bank needs to check the authenticity of a
person to grant him a loan, they can check the trust score of
the user. This can save time, money and provide an insight
about user reliability [25]. Since the object, containing all
information or transactions, will be protected by the user’s
public key, it is only the user who will be able to access the
entire information.

In the wake of suspicion or illegitimate activities or sup-
pression of information, a competent authority, duly ap-
pointed as per provisions of law, shall ask the user to share
the requisite hashed information, duly encrypted, along with
the public key of the authority and the private key of the
user. If the user fails to share the pertinent information in
a specified time period (say 15 days), the system will start
dipping the user’s trust score @ 20% for every 10 days. As
the trust score drops down, the users will find it difficult to
make transactions. He’ll have no alternative except to share
the key. No sooner does he share his public key, the trust
score would automatically restore.

7. BREAK-THROUGH EFFICIENCY

The recommended technology has a number of user opti-
mized features:

A blockchain identity management system does not store
any user data, rather it uses smart contracts to share per-
sonal information, and therefore data manipulation is not
possible on the blockchain. Any transaction of user infor-
mation may not take place without the explicit consent of
the user which adds security to identity management.

No personal identity document of users is stored in a
centralized database. All documents identifying users are
stored on their devices backed by IPFS, making them safe
from hackers [26]. Decentralization enables the distribution
of information on each node in the network, reducing the
possibility of a single point of failure (SPOF).

Users can get their identity verified worldwide, regardless
of geographic boundaries. It is both cost and time effective.

Blockchain allows every person on its network to trace
transactions. Every transaction recorded on the blockchain
has a verifiable authenticity. However, the identity of the
person involved in the transaction remains obscured [27].

Distributed ecosystem for identity management 61



Low Trust Score

* Not using Global ID actively.

* Making frequent changes in
identity profile like name,
parent’s name, date of birth,
gender, religion, efc. .

* Fails to upload relevant
documents on the system or
does not allow access to
government organizations to

verify identity

* Information, from different
sources, does not match.

User

High Trust Score

* Using ID on regular basis.

 Validation of details like name,
parent’s name, date of birth,
phone number efc. match
precisely or vary significantly.

* Addition of multiple
documents - Aadhaar, PAN,
Passport, Certificates,
Diplomas, Degrees, etc. on
the app.

* Perfect matches will enhance
the trust score.

Trust Score Scale

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Based on a user’s trust score, user’s integrity can be determined.

Figure 10. Rise & fall of Trust Score.

8. CONCLUSIONS

Blockchain enables safe storage of digital identities by
providing a unified, interoperable and tamper-proof infras-
tructure with key benefits to governments, enterprises, users
and ToT management systems. It performs middle and back
office functions in a way that Internet and Web do to front
office functions - that is, automated tasks that bring effi-
ciency and new business opportunities.

Automated IAM system would empower government of-
fices to operate more efficiently by decreasing the effort, time
and money that is usually required to manage access to their
networks manually. Besides, it will help to preserve the de-
tails of issuing and verifying authority, secure the documents
from tampering, make all the relevant information available
to authorities through public key, easy access to personal
information or original documents, anytime and anywhere,
through users’ private key, restrain malpractices, evasion of
taxes and increase the economy of the nation.

The ultimate challenge for any user-centric ID system is
to influence the national government, since most of the ser-
vices, citizens rely on, are provided by governments. With-
out government approval and participation, ID systems can-
not hold their promises. The same tenet applies to interna-
tional organizations too.
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